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Starting point eIDAS Regulation (910/2014)
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elDAS Regulation

28.8.2014 EN Official Journal of the European Union L 257/73

REGULATION (EU) No 910/2014 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 23 July 2014

on electronic identification and trust services for electronic transactions in the internal market and repealing Directive
1999/93/EC

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,
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elDAS 2.0 — Why?

Evaluation Study of the European Commission

» Shortcommings in different Areas of Life
(e.g. Education, Banking, Travel Sector)

elDAS Online-ldentification

> Enables Proof of who a Person Is
> Does not enable Proof of what a Person iIs
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Limitation of the eIDAS Regulation

eIDAS (Who?)

Name, Age,
Birthday
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elDAS 2.0

Amendment of the eIDAS Regulation
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elDAS 2.0

Official Journal EN
of the European Union L series
2024/1183 30.4.2024

REGULATION (EU) 2024/1183 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 11 April 2024

amending Regulation (EU) No 910/2014 as regards establishing the European Digital Identity Framework
THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,
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New Fields of Application of eIDAS 2.0

.......
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Qualified Certificates for
Website-Authentification

Qualified Attestation of
electronic Attributes (QEAA)

European Digital Identity Wallets
(EUDI-Wallets)
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EUDI-Wallet: Use Cases

Driving Licence Government

Payments
> (PRESCAIPTON
p= ER=——
Health Telecom Signature Organisational Identities  Social Security

Based on: https://ec.europa.eu/digital-building-blocks/sites/display/EUDIGITALIDENTITYWALLET/
The+many+use+cases+of+the+EU+Digital+ldentity+Wallet
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elDAS (Who?) elDAS 2.0

(What?)
Name, Age, University
Birthday Entrance
Qualification

Enrolment
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elDAS (Who?) elDAS 2.0

(What?)
Name, Age, Bachelor's
Birthday degree

Job Application
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Feasibility Study

Demonstrator developed by Hochschule Harz:
Electronic Learning Certificates for EUDI-Wallets
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Procedure of the Issuance of Learning Certificates
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Authentic ' |wallet Provider Wallet Secure Cryptographic Device (WSCD)

A
Sources (AS) User (WP) Wallet Secure Cryptographic Application (WSCA)
Verifﬁ:ation User éontrol Prooftf Trust T
l API for Kryptogrlaphic Functions
(Q)EAA -
: lssuance e T User Device (UD)
Attestation < OpeniDAVCl | < QES Signing (RSI) > Remote QES
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PID User < OpenlD4VP - ISO/IEC 18013-5 > Relying Party
] Issuance Interface Instance (RP)
PID Provider | openiDavci > (Ul) <« Reauestior 5 Web-Browser or < |
(PP) Attestation via WB Mobile-App (WB) PID/Attestation Request

Based on: https://eu-digital-identity-wallet.github.io/eudi-doc-architecture-and-reference-framework/1.8.0/
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Architecture of the EUDI-Wallet

User Device; User Device: User Device;
Wallet Instance Web-Browser Wallet Instance

After
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OpeniD4VCI
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User Device: User evice: Attestation Provider: Attestatioﬁ P'r-o'vider:
Web-Browser Wallet Instance AuthZ Server Issuer
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’ Based on: https://openid.net/specs/openid-4-verifiable-credential-issuance-1_0.html
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Demonstrator developed by Hochschule Harz:

Electronic Learning Certificates

®

Learning Platform
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Demonstrator developed by Hochschule Harz:
Electronic Learning Certificates for EUDI-Wallets
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Demonstrator developed by Hochschule Harz:
Electronic Learning Certificates for EUDI-Wallets

User Device:
Wallet Instance

Attestation Provider:
Issuer

»
>

Metadata Request

5th June 2025

ol

CYBER | SEC
VERBUND SACHSEN-ANHALT e . .
A Hochschule Harz Y inanziert von der
SACHSEN-ANHALT ST uropaischen Union




Demonstrator developed by Hochschule Harz:
Electronic Learning Certificates for EUDI-Wallets
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Demonstrator developed by Hochschule Harz:
Electronic Learning Certificates for EUDI-Wallets
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Demonstrator developed by Hochschule Harz:
Electronic Learning Certificates for EUDI-Wallets
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Demonstrator developed by Hochschule Harz:
Electronic Learning Certificates for EUDI-Wallets
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Demonstrator developed by Hochschule Harz:
Electronic Learning Certificates for EUDI-Wallets
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Demonstrator developed by Hochschule Harz:
Electronic Learning Certificates for EUDI-Wallets
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Related Work

R. Bochnia et al.: Long-Lived Verifiable Credentials:
Ensuring Durability Beyond the Issuer’s Lifetime
(2024) [1]

Long-Lived Verifiable Credentials (LLVCs) for educational
diplomas
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Related Work

T. Fridel et al.: The future is in your wallet — how
EMREX plans interaction with the EUDI wallet (2023)

[2]

Implementation of EMREX in DC4EU
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Related Work

P. Rizomiliotis et al.: Decentralized ldentity
Management and the European Identity Reform
(2025) [3]

Examination of the EUDI-Wallet Use Cases

Banking
eHealth
Digital credential sectors

Review of challenges and threats to privacy and design of
the elDAS 2.0
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Summary and Future Work

OpenlD4VCI Demonstrator developed by Hochschule
Harz

For Issuing Electronic Learning Certificates for EUDI-
Walllets

. Implementation of additional Use Cases (OpenID4VCI
and OpeniD4VCP)
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Questions, Contact,
Research & Development
Cooperations

Alexander Jacobs

Harz University of Applied Sciences
Department Automation & Computer Science
Friedrichstral3e 57 - 59

38855 Wernigerode

Germany

phone: +49 3943 659 - 839
e-mail: ajacobs@hs-harz.de
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